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Cyber Threat Landscape
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Cyber Threat Landscape

MAN-IN-THE-MIDDLE
DENIAL-OF-SERVICE
SQL INJECTION
ZERO-DAY EXPLOIT
DNS TUNNELING
MALWARE
PHISHING

RANSOMWARE - PHISHING + MALWARE




Ransomware

HELPNETSECURITY

2022 GLOBAL CYBERATTACK TRENDS

+105%
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5.4 BILLION 60.1 MILLION 5.3 TRILLION 97.1 MILLION 623.3 MILLION 10.4 MILLION

Malware loT malware Intrusion Cryptojacking Ransomware Encrypted
attacks attempts attacks attacks threats
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Ransomware

Healthcare & Public Health e ————— |43
Financial Services 89
Information Technology meeessssssss——————— 7/
Critical Manufacturing EETE———— 5
Government Facilities m—  — ——————————— ()
Commercial Facilities 56
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Transportation ——— 33
Energy m— 31
Communications 17
Chemical m—m 12
Water & Wastewater Systems m 4
Emergency Services n 2
Defense Industrial Base 1
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Ransomware

Successful Recent Attacks
Oakland, CA
Minneapolis, MN
SF 49ers
Glenn County Office of Education in CA
Cisco
LA USDin CA




City’s Cybersecurity Defense
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City’s Cybersecurity Defense

Training & Notification
- Mandatory for all employees
- Phishing Campaigns
* Fail - Remedial Training

- Caution Banner — Outside of Cupertino

CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the sender and know the
content is safe.




City’s Cybersecurity Defense

Where we stand:

Phishing
Phishing Security Tests — Last 6 Months @ Industry Benchmark Data
21 Clicks, O Replies, 0 Attachments Opened, 0 Macro Enabled, 0 Data Entered, 0 QR Codes Scanned, 109
Reported
48% Account Average Phish-prone % 0.9%
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City’s Cybersecurity Defense

Your Mission:
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Questions?
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