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Item #1 
October through 
December Events 

  



October 9, 2024

2024 Holiday Programs



Monster Mash – October 26

Paid Event for 
children.
 Crafts
 Music
 Trick or 
 Treating 



Tree Lighting – December 6

Santa will be 
arriving from 
the North Pole 
with a little 
help from the 
Fire 
Department!



Santa and the 
Cupertino Optimist Club 
will host families for a 
pancake breakfast!

Breakfast with Santa – December 7



Santa Visits
December 13-15, 20-22

Santa and his elf 
will ride in the 
Santamobile to
visit families in 
Cupertino!



This event gives the deaf and hard of 
hearing children an opportunity to 
sign with Santa!

Signing Santa – December 14



Holidays in Hawai'i
December 4
Cupertino Senior Center

Aloha Nani Hula dancers 
celebrate the holidays 
with Hawaiian songs and 
dances.



Holiday Birthday Bash Lunch
December 11
Cupertino Senior Center

Seniors wear their 
favorite holiday 
sweater and join in a 
holiday meal. 



Season's Greetings Cookie Box
Pick Up Date: December 13
Cupertino Senior Center

Each cookie box contains 
a variety of cookies and 
are carefully boxed, 
tagged and ready to give.



Holiday Sing-along
December 16
Cupertino Senior Center

Seniors sing holiday 
songs accompanied 
by Harmonikatz 
band.



Winter Ball
December 20
Cupertino Senior Center

● It is going to be a ball at the 
Senior Center. Seniors will put 
on their formal wear and 
enjoy food, music, and 
dancing.  
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Community Outreach 

  



Teen Commission

Community Outreach

Wednesday, October 9



Marketing and Public Outreach



• Brand Guidelines

• Style Guidelines

• Social Media Policy

Communication Guidelines



Brand Guidelines



• This document is to establish consistent 
grammar, punctuation, and spelling usage 
in communications, publications

• This give the City one voice

City Style Guide



When should you use these guidelines?



Social Media Policy



• Instagram
• Facebook
• X
• Youtube
• Nextdoor
• Yelp

City of Cupertino Social Media Platforms



Community Outreach
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Item #3 
Cybersecurity 

 



Cybersecurity Awareness 2024

Commission Presentation



Agenda

• Cyber Threat Landscape
• Ransomware/Phishing
• City’s Cybersecurity Defense
• General security tips
• Resources
• Questions



Cyber Threat Landscape



Ransomware

Source: FBI IC3 2023 report (Internet Crime Compliant Center)



Cyberattacks in local government

Recent successful cyberattacks (publicly reported)
• City of Oakley (Feb 2024)
• City of Pleasant Hill (Feb 2024)
• Solano County Library (April 2024)
• City of St. Helena (May 2024)
• Superior Court of Los Angeles County (July 2024)
• City of Pittsburg (August 2024)

Cyber attacks: Not a matter of if, but when…



City’s Cybersecurity Defense



City’s Cybersecurity Defense
Vulnerability scans, penetration tests, incident response 
plans, disaster recovery plans
Firewalls, antivirus, security services
MFA – Multi-factor authentication

• Something you know, something you have
Training & Notification

• Mandatory for anyone with a Cupertino e-mail
• Phishing Campaigns, remedial training
• Caution Banner – Outside of Cupertino



Phishing email example

Gmail or non-Cupertino email

Red flags: “discreet, secret, don’t 
tell anyone, it’s a surprise”

Don’t want you to verify in person or 
other means. Always verify in a 
different method if you are not sure

CAUTION banner for outside emails

Sent from the “Mayor”, “Council Member”, etc.



General security tips

• Think before you click
• Report suspicious emails
• Strong passwords 12+ characters, 

use pass phrases
• Set up MFA/2FA with your banks 

and other services (if available)
• Keep your personal devices 

updated
• Use a passcode on your mobile 

devices.



Resources and best practices

Cybersecurity & Infrastructure Security Agency (CISA) 
https://www.cisa.gov/cybersecurity-training-exercises 

Center for Internet Security 
https://www.cisecurity.org/

Microsoft Cybersecurity Awareness
https://www.microsoft.com/en-
us/security/business/cybersecurity-awareness 

https://www.cisa.gov/cybersecurity-training-exercises
https://www.cisecurity.org/
https://www.microsoft.com/en-us/security/business/cybersecurity-awareness
https://www.microsoft.com/en-us/security/business/cybersecurity-awareness


Questions?
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